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Objectives

= The evolution of manoeuvre warfare
— How technology shaped manoeuvre warfare and vice versa,

= What is information warfare?
— How the interpretation of information warfare affects its objectives;

= Lessons learned from the Russo-Ukrainian conflict
— |If and how information warfare can affect the course of a war:
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Evolution of Maneuver Warfare
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Evolution of Manoeuvre Warfare

= Deception, speed and initiative;
— Battle of Leuctra

= Clausewitz' concept of "Schwerpunkt"; \ " \;
— Manoeuvre warfare as an abstract phenomena = ® = |
. . Figure 1: lan, Joseph. Battle of Leuctra
of strategic importance 1)
= New technologies as an answer to attrition;
— Latency between introduction and doctrine

Multi Domain Operations
— Linking the spheres

s l e
~—METIRE MULTI-DOMAIN (IPERATIONG Semeses
Figure 2: U.S. Army Training Support Center. Graphic of Military

Operations.
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What is information warfare?
Existing theories

— 7 types of information warfare;

— Command-and-Control Warfare
— Intelligence-Based Warfare

— Electronic Warfare

— Psychological Warfare

— Hacker Warfare

— Economic Information Warfare
— Cyberwarfare

— A tool within existing domains;

= |gor Panarin — "Information Fight Model" (2000) 3
—Means of defense against western information attacks;
—Information warfare as a part of Russia's national and regime security;

= Ulrik Franke "War by Non-Military Means" (2015) 4
—Information warfare employed offensively;
—Focus on psychological operations;

/<
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What is information warfare? C—
Existing theories

= Gian Piero Siroli — "Considerations on the Cyber Domain as the New Worldwide
Battlefield" (2018)
— Digitization of traditional warfare domains;
—Information warfare’s objectives are of political nature;
—Information domain may never be fully autonomous, but will increasingly
overlap with the more conventional domains (land, air and sea);
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Information Manoeuvre in the Russo-Ukrainian Conflict

= Vladimir Putin: "Special military operation" ©)
— This I1s not a war;
— Mainly adressed to the russian population;

Figure 3: Nikolsky, Alexei. Photograph of Vladimir Putin

= Volodymyr Zelensky: "The fight is here; | need ammunition,

not a ride." /)
— Aimed strongly towards an international audience,;

— securing international support for its defence

Figure 4: Ukrainian Presidential Press Photograph of
Volodymyr Zelensky.
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Information Manoeuvre in the Russo-Ukrainian Conflict
The Influence of Social Media

= Permanent presence of a country on Social Media can result in:
— securing support and resources from other countries by directly addressing
stakeholders at all levels
— shaping global public opinion and mobilizing international support;
— Increasing the moral of own soldiers and population.

’ Figure 7: Unknown Author. Tributes to the "Ghost of Kyiv". The
| || Aviationist,.
Figure 5: Savilov, Genya. European Commission President Ursula von Figure 6: Schneider, Peter. On the Exact Day Two Years Ago, Russian
der Leyen Addresses the Media Next to Ukrainian President Volodymyr Troops Invaded Ukraine.
Zelensky.
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Information Manoeuvre in the Russo-Ukrainian Conflict e
Use of State-sponsored trolls and bots

= Focused on creating confusion and misleading the public with false information;
— Inspire individuals to engage in voluntary online communities;
— bolster the moral of the population and influence certain Western groups.

= The goal is to blur the lines between truth and falsehood,;
— weaken the international support for the Ukraine;
— combined with cyber operations targeting Ukrainian infrastructure and
government.
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Information Manoeuvre Effects
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Information Manoeuvre Effects -
Ethical Considerations and Limitations

= RIisk of eroding the public trust over time
— Short-term effects vs. long-term implications.

= Ethical complexities of information warfare
— Social Media made the battleground accessible to more actors.

=  What's next?
— Role of community involvement after a war.
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Information Manoeuvre Effects Com—
Conclusive findings

= Extensive use of the information domain to garner political support;

= The Information warfare is still ongoing with no clear winner in sight;

= The interplay between manoeuvre warfare and information warfare in the modern
era highlights the evolving nature of conflict;
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